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A new approach to Identity and Access Management
In the past we saw a requirement for centralised authentication, SSO and coarse-grained access
control for pure HTML based applications that we accessed from traditional web browsers. This
requirement hasn’t gone away, but rather has expanded to extend these security functions to Web
Services, REST Services, mobile applications and IoT devices. Additionally, there is more demand for
centralised fine-grained access control, also referred to as attribute, risk or context-based
authorisation.
Over the last few years we also experienced a growing interest in federated models. While initially
influenced by mergers and acquisitions, currently we see an even stronger interest in federation
driven by cost reduction, mobile use cases and the transformation to a digital enterprise.
Not only does federation allow us to bring 3rd party and cloud applications on board as if they would
be hosted locally, but at the same time it eliminates the cost of managing them ourselves.
Additionally, federation support allows us to bring users on board without having to store their
identity information locally.
While managing local users and applications might already be controlled by complex policies,
involving 3rd party users and applications makes this process even more challenging. Further on in
this document we describe how TrustBuilder Identity Hub (TrustBuilder IDHub) deals with these
challenges.
How TrustBuilder IDHub can be used as an IDAAS solution or in the world of IoT will be subject of
other white papers.

The TrustBuilder Approach
Solutions from the early days of IAM (Identity and Access Management) have also moved in this
direction because of mergers and acquisitions and are providing more and more federated services
and risk based solutions. Furthermore, bright new vendors have popped up with cloud based
solutions.
But few, if any, of them started off with the idea that they would never be the sole provider of these
services. None of them started off with the idea that they would have to integrate technology from
other vendors. This is what makes TrustBuilder IDHub different and unique.

TrustBuilder IDHub’s unique IAM approach allows organisations
to optimize their investments in existing security technology
TrustBuilder IDHub was designed from the ground up to provide resilient & secure IAM services not
only based on embedded technology, but also leveraging existing and new technologies from other
vendors, or even in-house built solutions.
This turns TrustBuilder IDHub into an IAM platform that can not only deal with current requirements
and standards, but one that can also deal with future requirements as well and one that will be at the
core of your IAM system for many years to come.
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TrustBuilder IDHub, a perfect IAM fit
While building on top of the classical IAM concepts that we’ve been dealing with for close to two
decades, TrustBuilder IDHub provides an architecture that makes it fit perfectly in a more modern
IAM world. This new world no longer only consists of local web applications and local user
repositories. It also needs to deal with API-based applications (e.g. native mobile apps) and should be
able to handle cloud applications and cloud identities as well.

TrustBuilder IDHub provides an open platform for managing
access to both Web and API based applications, local and in the
cloud, using both internal and external user identities.
The following figure illustrates how TrustBuilder IDHub fits in a typical IAM environment that deals
with both on-premises and cloud applications. Note that other architectures are also supported but
this examples covers about 80% of the currently deployed TrustBuilder IDHub use cases.

TrustBuilder IDHub is provided as a software appliance consisting of three components:
•
•
•

3

TrustBuilder Gateway
TrustBuilder Server
TrustBuilder Repository
© 2017 SecurIT

In a development or test environment all these components can be deployed on a single server,
though for production systems it is recommended to split them for performance, security and
resilience reasons. Different models are described in the official TrustBuilder IDHub product
documentation. In this White Paper, we will only look at them from a functional point of view, hence
separating them.
Before we dive into the details of the different TrustBuilder IDHub components, let’s first look at the
most important actors; the Clients and the Applications. Simply stated: TrustBuilder IDHub controls
how Clients can access Applications.
But let’s start with defining these actors.

Clients
There are several types of clients which can be divided into two categories. On one hand, clients
could be end-users accessing a web application using some web browser. Typically, this is based on
HTML and JavaScript. On the other hand clients could also be applications themselves acting on
behalf of an end-user. Well known examples of such clients are mobile applications. In this case the
communication usually is based on REST or Web Services.

Applications
As clients communicate with applications, in general there are also two categories of applications:
•
•

Web based applications, interacting with end-users through web browsers
REST or Web Services based applications that are exposing APIs

Typical examples of this latter are applications that interact with mobile apps or in-browser running
application (e.g. based on JavaScript).
Using these two definitions the next section describes the basic functionality of the three main
components of TrustBuilder IDHub. Please note that the figure above also contains some other
actors that haven’t been defined yet. You can find more details on these in the section dealing with
the detailed TrustBuilder IDHub architecture.

TrustBuilder IDHub Overview
The TrustBuilder Gateway sits in between the Client and the Application. It will verify whether the
Client is properly authenticated and identified to access the Application and whether it has the
privileges required to use the services exposed by the Application. The TrustBuilder Gateway
however only enforces this; it doesn’t make the decision itself. For this it relies on the TrustBuilder
Server. This later component knows everything about authentication, identification and
authorisation policies. However, it doesn’t hold the data for making these decisions. One of the
sources from where the TrustBuilder Server gets this data is the TrustBuilder Repository.
While this might sound like yet another traditional IAM solution, below we will explain what makes
TrustBuilder IDHub really different.
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TrustBuilder IDHub: From IAM Standard to unique IAM Solution
Currently there are so many IAM standards and definitions that it becomes confusing for most
organizations. Therefore, let’s clear up the confusion.
TrustBuilder IDHub uses the RFC 2904 (AAA Authorisation Framework) as a basis. This standard
defines a framework for authorizing access to applications and services. While this standard does a
very good job at making a distinction between all the involved parties in the process of Authorisation,
it was defined at a time that authorisation was still an isolated process resulting in access being
granted or denied. Today we see however a requirement for continuous interaction between
Authentication, Identification, Single Sign-On and Authorisation. TrustBuilder IDHub extends the
interpretation of this RFC to these functions as well.
Before we dig deeper into this new requirement let’s first define some basic concepts.

Authentication
Authentication is all about confirming that a user is who he claims to be. This could be as simple as
checking a username/password combination or as complex as validating a biometric characteristic of
the user. Note however that it is never possible to 100% proof the identity of a user. To reduce the
risk of false authentication, it is also possible to combine various authentication mechanisms.

Identification
While a user might login using an ID like john.smith@gmail.com, it is very unlikely that this login ID
uniquely identifies this user to all the applications and services. Some applications might not even be
able to accept an email-address as a user ID, while others may require group or role information
before they will allow a user to access. Identification is about mapping the login ID to a user ID that
can be used by the target application, not neglecting the fact that a user could have a different user
ID for each application.

Single Sign On
Single Sign On (SSO) reflects the idea that users no longer should authenticate to each application
they want to access. The user should authenticate only once, and after that get access to all
applications. Note that SSO might not be acceptable for sensitive applications or under special
conditions (e.g. when the access context raises an alarm). In such a case a user might be forced to
step-up to a stronger authentication mechanism.

Authorisation
Authorisation deals with validating whether an authenticated and identified user is allowed access to
the application or service he’s requesting. While such a decision used to be taken based on role
and/or group information, this is no longer sufficient. These days an authorisation system should be
able to take any attribute into account for making a dynamic authorisation decision. Some obvious
examples are age, IP-source, geolocation, device identity and reputation. Though, basically a solution
should be open to deal with any collection of attributes.
Note also that there are many levels of granularity in authorisation. Access to applications and
services if often referred to as coarse-grained access control. TrustBuilder IDHub also supports very
fine-grained access control. It could e.g. check whether the amount of your bank transfer doesn’t
exceed the limit mentioned in your contract or it could validate your (digital) signature on a contract
that entitles you access to a credit service.
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A fine line between Authentication, Identification and Authorisation
Now that we have defined these different services, let’s have a look at how they interact. This can be
best illustrated with a few examples.
•

•

•
•

•

Username/Password authentication might be sufficient when accessing sensitive
information, but only when a user is coming from an internal network segment. If not, the
user will be asked to step-up to a stronger authentication mechanism, e.g. using a One-TimePassword over SMS or mail.
PIN-based authentication would be sufficient when transferring money using a mobile
banking application, but only when it is towards a trusted account. If the account does not
qualify as trusted, the user will be requested to mark that account as trusted by using a
channel that provides stronger authentication.
Users can use a soft token on their mobile device for strong multi-factor authentication, but
only after they have registered their device.
A company decides to make public information about its services available to non-registered
potential customers. However, to have at least a pointer to these users, it allows them to
sign on with a social ID (e.g. Facebook, Google, Twitter) if the federated token (SAML, OAuth
Access Token, OpenID Connect Token) provides access to a mail address.
SSO might be appropriate for protected applications that do not hold highly sensitive data,
however for some critical applications there might be a security guideline that dictates that
SSO sessions for such applications are restricted in time and that users should reauthenticate after some period of inactivity.

Note that these are only a few examples of how policy can tie together these three key security
services. And while most of these examples will somehow look familiar to organisations facing
Identity Access Management challenges, realise there are numerous other examples and an infinite
range of variations.

The TrustBuilder IDHub’s Workflow Engine and Workflow Editor
can deal with almost any requirement without the need for
complex configuration or customization.
These days most IAM tools somehow hardcode policies and leave room for variations in used
attributes and risk scoring. They do not provide a configurable engine that allows implementing your
own policies for combining these security services. The architecture of TrustBuilder IDHub was
developed to provide that feature.
No matter how complex your access control policy is, TrustBuilder IDHub will be able to support it
without the need for any coding or complex customisation. The TrustBuilder IDHub Workflow Editor
will allow you to design, simulate and deploy almost any policy using TrustBuilder Workflows. Some
examples of TrustBuilder Workflows have been included below.

6

© 2017 SecurIT

TrustBuilder IDHub, a deeper dive
Now it’s time to show why TrustBuilder IDHub is not your standard IAM solution. In this section, we
will focus on the details of the different TrustBuilder IDHub components and highlight those aspects
that make the product stand out from competing products.
The following figure illustrates the detailed architecture of TrustBuilder IDHub. Below the figure we
briefly describe the functionality of the different modules.

As stated before, TrustBuilder IDHub consists of three main components:
•
•
•

TrustBuilder Gateway
TrustBuilder Server
TrustBuilder Repository

In the context if the RFC 2904 (mentioned above) the TrustBuilder Gateway is the Policy Enforcement
Point (PEP), the TrustBuilder Server plays the role of Policy Decision Point (PDP) & Policy
Administration Point (PAP) and finally the TrustBuilder Repository represents a Policy Information
Point (PIP).
Note that the Policy Retrieval Point (PRP), while available in TrustBuilder IDHub, has not been
included as to not make the drawing overly complex. Furthermore, the TrustBuilder Repository is not
the only PIP. Any resource that exposes a standardised interface (LDAP, SQL, REST or Web Service)
can also be integrated as a PIP.

TrustBuilder Gateway
The TrustBuilder Gateway usually resides in a DMZ (external Clients) or behind a firewall (internal
Clients). It consists of both a Load Balancer & Web Application Firewall module and a Web & API
Proxy.
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The Load Balancer & Web Application Firewall is by default disabled as we assume that most
organisations already have such a solution in place. If this is not the case, consider the built-in,
heartbeat enabled approach as your fail-save approach towards high-availability.
This Web & API proxy sits between the Client and the Application. It enforces authentication,
identification and authorisation. The TrustBuilder Gateway is however agnostic of the associated
security policies or methods as it performs its task under control of the TrustBuilder Server.
The TrustBuilder Gateway has some unique features you won’t find in similar products:
Caching of Dynamic Privileges allows caching of authorisation decisions of ABAC (Attribute Based
Access Control) rules. While most solutions will support caching of classical RBAC (Role Based Access
Control) static content like role or group-membership to improve performance of authorisation
checks, they do not support the caching of the result of applying an ABAC rule. The TrustBuilder
Gateway has such a dynamic authorisation cache on board.
Not all exposed applications share the same level of sensitivity. While caching of privileges is a must
to increase performance, for more sensitive applications the caching time should be reduced. With
Time-constrained Privilege Caching, the TrustBuilder Gateway provides a very flexible solution for
this challenge.

TrustBuilder IDHub provides unmatched performance and security by
applying dynamic and time-constrained caching of ABAC privileges
TrustBuilder Server
The TrustBuilder Server is the core security component of TrustBuilder IDHub. As such it should be in
the most secure zone of an organisation’s environment. The TrustBuilder Server consists of the
following core components:
•
•
•
•
•
•
•
•

Orchestrator
Authentication Server
Federation Server
Authorisation Server
Self Service & Administration Portal / API
Logging & Auditing
Adapters & Services
Workflow Engine

While the number of components seems overwhelming, don’t worry. Most of them are hidden
behind GUIs and aren’t even visible to the administrator of TrustBuilder IDHub. It is however
important to understand what these components are doing to fully grasp the added value they
provide.

Orchestrator
The Orchestrator is the beating heart of TrustBuilder IDHub. It picks up all the requests it receives,
analyses them and forwards them to the target service. The orchestrator implements all the
protocols that are required to talk to these services. To an administrator these services are visible,
but not the complexity of the protocols.
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The Orchestrator mainly deals with two types of requests.
•
•

Application or API access requests coming from the TrustBuilder Gateway
Federated authentication requests coming from an Identity or Service Provider

The first type of requests occurs when the TrustBuilder Gateway can’t decide whether the user has
the right privileges to access the Application or API. Depending on the case, this will trigger the
Orchestrator to activate the Authentication and/or Authorisation server.
The second type of requests occurs when TrustBuilder IDHub is involved in a federation scenario
dealing with an Identity or Service Provider. This could e.g. be a SAML Authentication Request, an
OAuth Authorisation Request or any other standardised request dealing with SAML, OAuth, OpenID
Connect or WS-Federation. In this case the Orchestrator will activate the Federation Server.
Authentication Server
The Authentication Server provides the out-of-the-box (OOTB) authentication mechanisms of
TrustBuilder IDHub. All OOTB authentication mechanisms use the TrustBuilder Repository for the
storage of credentials.
Note that the Authentication Server is implemented as an Identity Provider that is accessed using
the TrustBuilder IDHub Federation Server (see below). This allows applying a uniform authentication
policy over both embedded and external authentication mechanisms.
TrustBuilder IDHub supports the following authentication mechanisms:
•
•
•
•

Username/Password
One-Time-Password using OATH via SMS and/or mail
X.509 based authentication using both soft and hard tokens
One-Time-Password using Vasco DigiPass

Most other IAM solutions on the market will support similar mechanisms. However, there is a
significant difference. While most of the other vendors will try to push their on-board mechanisms,
the TrustBuilder IDHub policy is to only use these on-board mechanisms when the customer has
nothing else in place.

TrustBuilder IDHub is the only IAM product on the market that
allows organisations to leverage the investments they have made
in 3rd party authentication technology.

The idea behind TrustBuilder IDHub is to leverages as much as possible existing authentication
mechanisms and solutions. Using the concept of TrustBuilder Hooks, one can easily integrate private
authentication policies within the OOTB TrustBuilder IDHub authentication offering.

Federation Server
While federation standards like SAML, WS-Federation and OAuth/OpenID Connect are incompatible
protocols, they do share the same foundation where a Service Provider relies on an Identity Provider
to vouch for the identity and privileges of a user (or client).
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The Federation Server of TrustBuilder IDHub provides a platform that make an abstraction of the
protocol. Not only does this allow for the introduction of new standards (which will certainly pop-up)
but at the same time it provides a framework for bridging between different protocols and
authentication mechanisms.
This is best illustrated by some examples.
•

•

An organisation might allow users access to less sensitive information on SharePoint/Office
365 using their Facebook account. This can easily be achieved with TrustBuilder IDHub by
bridging between OAuth and WS-Federation.
An organisation wants to provide SSO for their sales persons to Salesforce. The Federation
Server of TrustBuilder IDHub can achieve this by bridging between Kerberos (desktop signon) and SAML.

Bridging is controlled by an authentication and authorisation policy. So, instead of explicitly stating
which Identity Provider would allow access to which Service Provider, an organisation could also
configure implicit rules stating what authentication mechanism is required (e.g. OTP or X.509), what
information is needed (e.g. verified mail-address) and under which circumstances (e.g. unregistered
device) stronger authentication is demanded.

Using Federated Protocol Bridging technology, TrustBuilder IDHub
becomes your unique identity brokering solution linking any Service
Provider to any Identity Provider
Authorisation Server
The Authorisation Server is based on the ABAC model. It allows specifying authorisation rules using
regular expression that can take any attribute into account. While the authorisation model is based
on XACML, the Authorisation Server comes with a GUI that hides the complexity of the underlying
model behind a very intuitive interface.
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The authorisation server is mainly used by the TrustBuilder Gateway to control access to Web and
API based applications. Any information about the user, the session and the accessed resource can
be made available to the authorisation server for making the access control decision.
If there is a need for an application to support a more fine-grained access control decision, it can use
the authorisation API that is exposed by the authorisation server. This API is called JALT (JSON
Authorisation Language for TrustBuilder) and is a simplified, but more powerful, version of XACML.
Using the TrustBuilder IDHub workflow engine it could however also expose this API as XACML.

Self Service & Administration Portal / API
TrustBuilder IDHub provides a Self-Service and an Administration Service. These services are both
available through a brandable Web Portal and an OAuth protected REST API. This latter one allows
these services to be integrated with existing CRM or identity governance and administration
platforms a customer would already have in place.
Self Service
Some of the main features provided by the Self-Service interface are:
•
•
•
•
•

User registration
Credential change
Attribute change
Credential reset with out-of-band validation
Application access request

This is just a subset of the provided services. Furthermore, the Self-Service also uses the TrustBuilder
Hooks concept, explained before. This allows a customer to tailor these services to its own
requirements.
Administration Service
Some of the main features provided by the Administration Service are:
•
•
•
•
•
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Manage users
Manage attributes
Manage Identity and Service Providers
Manage Authentication Rules
Manage Authorisation Rules
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As is the case for the Self-Service, this is only a subset of the available administration services.
TrustBuilder Hooks also allow to extend these services with customer specific requirements.

TrustBuilder Hooks provide a flexible way to integrate customer
specific processes & requirements into the standard TrustBuilder
Self-Service and Administration Services
Logging & Auditing
By default, TrustBuilder IDHub writes any kind of logging data into log files. These logfiles can be
consolidated on the TrustBuilder Server or they can be sent to syslog.
However, the most powerful feature of TrustBuilder IDHub in this context is that it can selectively
send any logging and auditing data to external repositories or reporting systems.
Again, this shows that TrustBuilder IDHub will transparently merge into any customer environment.
Instead of having the environment to adapt to the solution, TrustBuilder IDHub provides all the
required interfaces and technologies to integrate with the customer’s SIEM environment.

Adapters & Services
Adapters
Adapters are the functional building blocks of TrustBuilder IDHub. They implement either a standard
protocol (e.g. LDAP, HTTP, SQL, OATH, OAuth, SAML, WS-Federation, Radius, SNMP, SMTP, FIDO) or
an API from some commonly used (authentication) vendor (e.g. Gemalto, Kobil, Oberthur, RSA,
Vasco). Please check the official TrustBuilder IDHub product documentation for a complete list of the
available Adapters.
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Services
While it should be clear by now that TrustBuilder IDHub provides a lot of flexibility to manage and
deploy IAM related services, from our experience we know that there will always be some special
customer requirement that cannot be dealt with out-of-the-box. For this TrustBuilder IDHub provides
the concept of “Services”.

TrustBuilder Adapters and Services allow to break down IAM policies
into micro-services that can be tied together with TrustBuilder
Workflows to perfectly match a customer’s requirement.
Services allow to extend the functionality of the solution by plugging in custom Java code. While a
Service could basically be just anything, in most cases they are related to security, hence we also
refer to them as security service. Examples of commonly used Security Services are
encryption/decryption, signing/signature validation and integration of an HSM (Hardware Security
Module).

Workflow Engine
Even the simplest authentication scenario can turn into a nightmare when trying to implement it
with the out-of-the-box functionality provided by most IAM solutions. As soon as a customer wants a
feature that doesn’t 100% match the standard functionality, he will be forced to either make a
compromise or apply some customisation to the solution.
TrustBuilder IDHub is most likely the only solution on the market where this is not the case.
Below you can find a figure showing a simple, though powerful example of a TrustBuilder Workflow.
The TrustBuilder Workflow is shown using the on-board TrustBuilder Graphical Workflow Editor.
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This TrustBuilder Workflow shows an authentication policy supporting both Username/Password and
OTP authentication. The logic is simple and easy to derive from this figure.
•
•
•

The user is allowed to sign on using only a Username/Password combination when he’s using
a previously registered device
If the device is not registered, the user will get an OTP via mail
Upon successful validation of this OTP, the user will get access and the device will be
registered

This example shows how easy such an authentication policy can be implemented with the
TrustBuilder Graphical Workflow Editor. On top of this it also shows how easy it would be to replace
OTP delivery via mail by delivery via SMS. In this case, it is sufficient to replace the SMTP Adapter by
the HTTP/REST Adapter (when the SMS service exposes a REST service) or by the SMPP Adapter
(when the SMS service exposed an SMPP – Short Message Peer to Peer – service).
So, implementing an authentication (or any security) policy is a simple as breaking down this policy
into micro-services that are represented by either TrustBuilder Adapters or TrustBuilder Services.
After that TrustBuilder Workflows can be used to glue these micro-services together to fully match
the IAM requirements of an organisation. This process is controlled by the TrustBuilder Graphical
Workflows Editor. This approach has several unique advantages which are summarised below:
•
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Apart from some occasional scripting, the Workflow Editor doesn’t require any coding. About
80% of the work can be done using graphical elements.
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•

•

The Workflow Editor provides a graphical visualisation of the IAM policy. This visualisation
doesn’t require any expert knowledge and hence the logic can easily be understood by
business and security teams.
Before putting any IAM policy into production, the Workflow Editor can simulate the
scenario. This allows detecting any anomalies that might otherwise interrupt production.

TrustBuilder Repository
The TrustBuilder Repository contains all the information that is required to run TrustBuilder IDHub.
Not only does it hold end-user information, it also stores all information related to both internal and
external protected applications and APIs (Service Providers) and information about registered
internal and external authentication services (Identity Providers).
Often, when introducing a new IAM solution, organisations ask “should we once more synchronise
our user data to a new repository?”.
With TrustBuilder IDHub the answer is “No”. TrustBuilder IDHub can work with an empty user base if
it can retrieve the user identification information from an existing internal or external resource. This
is based on the Virtual Directory technology that sits at the core of the TrustBuilder Repository.
As can be seen in the figure below, the Virtual Directory also uses the TrustBuilder Workflow
concept.
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This figure shows that the user’s mail-address, which would e.g. be required to be part of a SAML
token being sent to an application, is retrieved from existing repositories. For internal users this
would be Active Directory while external users are more likely to be stored in an LDAP Directory.

Conclusion
It should be clear by now that TrustBuilder IDHub is not “yet another IAM solution”. Although the
product has been around for more than 10 years and is based on real-life IAM experience dating back
to the previous century the foundation is open and is aligned with most modern requirements. It
focusses on attribute based access control and can leverage context information during
authentication and authorisation.
TrustBuilder IDHub is one of the few products on the IAM market that realises it is not a standalone
technology and will have to integrate with existing and yet-to-come technologies. Therefore, it was
built using an architecture that focusses on reusability, in the form of a plugin and brokering
framework that can link these technologies together using a fully configurable policy.
While many customers initially implement TrustBuilder IDHub to deal with known requirements, they
favour it mostly because it can easily adapt to new, but yet unknown requirements. TrustBuilder
IDHub grows together with your organisation.
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